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Introduction

● Random numbers
● Used for

– Cryptography
– Simulations
– Procedural Generation



  

Randomness

● Unpredictable
● Difcult to generate actual randomness

– Easy to generate pseudo-randomness

● Can be “gathered” from the environment



  

Pseudo-random number generators

● Actual random data is hard to produce efciently
● Pseudo-Random Number Generators (PRNGs)

– Seeded with a value
– Apparently random sequence
– Actually deterministic
– Can be seeded with actual randomness for secure usage



  

True random number generators
● Non-deterministic
● Gather randomness from the environment

– Atmospheric noise
– Radioactive decay
– Basic computer inputs
– Others

● Slow



  

Operating System APIs
● /dev/random on UNIX and Linux

– random blocks, urandom does not

● Linux uses a custom RNG for both /dev/urandom and 
/dev/random
– Cryptographically Secure Pseudo Random Number Generator (CSPRNG)
– Seeded and reseeded from entropy pool
– /dev/random blocks when estimated entropy is low
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